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Introduction
This programme module may be delivered as a standalone module leading to certification in a QQI minor award. It may also be delivered as part of an overall validated programme leading to a Level 5 QQI Certificate. 
The teacher/tutor should familiarise themselves with the information contained in Laois and Offaly ETB’s programme descriptor for the relevant validated programme prior to delivering this programme module.
The programme module is structured as follows:
	1. Title of Programme Module

	2. QQI Component Title and Code

	3. Duration in hours

	4. Credit Value of QQI Component

	5. Status

	6. Special Requirements

	7. Aim of the Programme Module

	8. Objectives of the Programme Module

	9. Learning Outcomes

	10. Indicative Content

	11. Assessment
a. Assessment Technique(s)
b. Mapping of Learning Outcomes to Assessment Technique(s)
c. Guidelines for Assessment Activities

	12. Grading

	13. Learner Marking Sheet(s), including Assessment Criteria


Integrated Delivery and Assessment
The teacher/tutor is encouraged to integrate the delivery of content where an overlap between content of this programme module and one or more other programme modules is identified. This programme module will facilitate the learner to develop the academic and vocational language, literacy and numeracy skills relevant to the themes and content of the module. 
Likewise the teacher/tutor is encouraged to integrate assessment where there is an opportunity to facilitate a learner to produce one piece of assessment evidence which demonstrates the learning outcomes from more than one programme module. The integration of the delivery and assessment of level 5 Communications and level 5 Mathematics modules with that of other level 5 modules is specifically encouraged, as appropriate. 

Indicative Content
The indicative content in Section 10 does not cover all teaching possibilities. The teacher/tutor is encouraged to be creative in devising and implementing other approaches, as appropriate. The use of examples is there to provide suggestions. The teacher/tutor is free to use other examples, as appropriate. The indicative content ensures all learning outcomes are addressed but it may not follow the same sequence as that in which the learning outcomes are listed in Section 9. It is the teacher’s/tutor’s responsibility to ensure that all learning outcomes are included in the delivery of this programme module.
Title of Programme Module
Networking Essentials 

Component Name and Code 
Networking Essentials 5N2929

Duration in Hours
150 Hours (typical learner effort, to include both directed and self-directed learning)

Credit Value
15 Credits 

Status
This programme module may be compulsory or optional within the context of the validated programme. Please refer to the relevant programme descriptor, Section 9 Programme Structure

Special Requirements
NONE

Aim of the Programme Module
This programme module aims to equip the learner with the knowledge, skill and competence to support the operation of typical computer networks and be able to assist in implementing and maintaining common network configurations.

Objectives of the Programme Module
· Acquire a working knowledge of computer networking fundamentals to include logical/physical topologies, OSI and TCP/IP models, IPv4 address schema, Ethernet and transmission medium technologies, MAC addresses, subnet masks, protocols and ports
· Identify and explain the role and function of disparate network components to include digital devices, cable types (Cat5/6/e), switches, hubs, routers …
· Identify and explain the role and function of common networking protocols in the deployment of different types of spatial networks, eg., LAN, PAN, MAN, RAN, WAN … 
· Design, build, deploy and manage an operational or simulated LAN comprised of composite hybrid digital systems, structured cabling, switches, wireless access points, cable modems, routers as appropriate
· Utilise a combination of hardware tools and software utilities to connect/configure and deploy shared network resources, e.g., files, folders, apps, peripherals, mobile devices …
· Utilise a combination of hardware tools and software utilities to troubleshoot networks, verify and analyse fundamental network operations, diagnose and resolve basic connectivity problems, assess and maintain network performance
To assist the learner to develop the academic and vocational language, literacy and numeracy skills related to Networking Essentials through the medium of the indicative content 
Learning Outcomes of Level 5 Networking Essentials 5N2929
Learners will be able to:
1. Describe the essential characteristics of the main components of computer networks including servers, clients, networked resources and wired and wireless communications devices and media

2. Identify the main similarities and differences between different types of spatial networks:  personal area networks (PAN), local area networks (LAN),  metropolitan area networks (MAN), wide area networks (WAN)

3. Analyse the benefits and limitations of computer resource sharing models including centralised, peer‐to‐peer, thin client, client‐server and cloud computing

4. Outline the characteristics of the main elements of device identification on a network including device names, MAC addresses, static and dynamic IP addresses

5. Distinguish the key features and functions of a range of network components including hubs, switches repeaters, bridges, routers and gateways

6. Outline the functions of a range of common networking protocols used in the transport of data across a network

7. Use diagnostic tools to troubleshoot network performance and connectivity issues

8. Implement network resource management e.g. file and print shares, permissions, etc.

9. Install a simple network, connect network devices, install and configure any additional software required and test.

10. Resolve basic network problems, analyse the fault, use appropriate diagnostic tools to investigate and verify findings, implement and test the solution

Indicative Content 
This section provides suggestions for programme content but is not intended to be prescriptive. The programme module can be delivered through classroom based learning activities, group discussions, one-to-one tutorials, field trips, case studies, role play and other suitable activities, as appropriate.
Section 1 : Network Fundamentals (LO 1, 2, 3, 4, 5, 6)
· State the purpose of a computer network 
· Distinguish between a logical topology (how the network behaves and interoperates) and a physical topology (how devices are interconnected) 
· List the common logical network topologies as bus, star, mesh, tree, hybrid
· Identify, outline and explain the key advantages and disadvantages of the core spatial networks to include LAN, MAN, PAN, WAN, RAN
· State the function of Ethernet
· Identify the essential elements of a computer network as servers, clients, shared resources, cable types and a communication model
· Categorise the standard media transmission and connector types as used in networks
· recognise various media types as Cat 5/6/e, UTP, coaxial, single/multi-mode fibre …
· recognise various connector types as RJ45, straight-tip, subscriber 
· state the difference between crossover cables and patch cables
· identify various wireless media types as satellite, cellular, radio, line-of-sight …
· state the main differences between the wireless frequency bands over WiFi
· recognise the advantages and limitations of wireless networks 

· Appreciate the need for structured cabling on networks 
· understand the function of server racks, network/satellite cabinets …  
· recognise the difference between horizontal cabling and backbone cabling




· Explain the function of the essential network devices 
· outline the role of servers on the network
· outline the role of clients on the network
· outline the role of hubs, switches, gateways, repeaters and routers on the network
· outline the role of wireless access points on the network
· explain how devices may be used to interconnect digital client systems in a network 
· distinguish between device roles in terms of facilitating the flow of data over a network 
· locate the natural placement of devices in a variety of network topologies
· identify and list the relevant advantages and limitations of each device


· State the principal characteristics of device identification on a computer network 
· understand the role of the MAC address in uniquely identifying devices
· recognise the importance of naming conventions in identifying devices
· distinguish between IPv4 and IPv6 addressing schemas
· distinguish between public and private addressing
· demonstrate an ability to configure static and dynamic IPv4 address schemas

· Critically analyse the benefits and limitations of network resource sharing models to include peer network, client/server networks, thin client solutions, cloud solutions 
· describe the effectiveness of each model in terms of sharing network resources
· differentiate between shared resource models in the context of providing a ‘network solution’, i.e., describe the conditions under which a given model is appropriate 
· critically analyse the capabilities and performance of 
· peer-to-peer solutions 
· thin-client solutions 
· client/server solutions 
· cloud based solutions 

· Be familiar with common networking transport protocols 
· state what is meant by a network protocol
· list the ‘well known’ protocols to include TCP/IP, UDP, DNS, DHCP, POP, ICMP, FTP ..
· distinguish between protocols in terms of data transportation over the network
· recognise the importance of assigning ports to manage protocols 
· acquire a working knowledge of the TCP/IP and OSI layer models 
· classify applications, devices and protocols in relation to the TCP/IP and OSI layer models



Section 2 : Basic Network Installation and Deployment (LO 9, 10)

· Configure and deploy devices and digital systems on a network
· install and/or configure wired network cards
· configure wireless network adaptors (as appropriate)
· demonstrate an ability to terminate Cat 5/6/e 568A/B Ethernet cables
· employ hubs, switches, wireless access points and/or routers for use on a LAN
· connect digital systems to each other via switch(es) and/or router(s)

· Design, build and deploy a simple LAN
· assign static IP addresses to a variety of wired and wireless digital systems 
· establish a workgroup and/or homegroup
· connect digital systems (clients) to the workgroup and/or homegroup
· connect simple peripheral systems to the workgroup and/or homegroup
· connect hybrid systems, e.g., MacOS, Linux/Unix, mobile systems (iOS, Android)
· connect mobile devices, e.g., smartphones, tablets to a peer network over WiFi

· Use peer network services
· configure digital systems to acquire dynamic IP addresses over DHCP 
· configure digital systems to resolve DNS queries to a named DNS server

Section 3 : Managing the Network: Users and Shared Resources (LO 8)
· Create, deploy and manage users on a network 
· create individual users and groups 
· manage users and groups on a network 
· secure user accounts 

· Create, deploy and manage shared resources on a network 
· state what is meant by a shared resource
· create an assortment of shared resources on a network
· e.g., files, folders, apps, peripherals

· demonstrate an ability to secure shared resources on a network 
· manage user access to shared resources via access control lists (ACLs) or permissions




Section 4 : Troubleshooting and Diagnostics  (LO 7, 10)

· Troubleshoot, analyse and repair network performance issues
· test for simple hardware problems on the network, i.e., use visual inspections, cable testers, LAN tracing tools, multimeters, etc. (as appropriate)
· test connectivity between systems using appropriate network tools and utilities
· troubleshoot connectivity issues using appropriate hardware and software tools/utilities 
· assess and repair basic connectivity issues using a variety of command line utilities, e.g., ping, ipconfig, ifconfig, whois, netstat, nbtstat, traceroute, nslookup, arp, route … 
· utilise operating system diagnostic tools and/or third-party software to investigate baseline network performance, e.g., perfmon, Wireshark, TCPDump  …
· evaluate data accrued through diagnostic tools and utilities to make simple inferences, e.g., identify slow network connections, bottlenecks, etc. (as appropriate)
· devise and implement a strategy to
· secure a network, e.g., implement a simple firewall, install anti-virus and anti-malware solutions …
· execute a basic disaster recovery model, e.g., perform scheduled back-ups, recovering offline systems …

· Troubleshoot, analyse and repair network performance issues
· test access to shared resources on the network, i.e., use visual inspections, cable testers, LAN tracing tools, multimeters, etc., as appropriate
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11a. Assessment Techniques

Skills Demonstration 	70% (Practical)
Exam (Theory) 		30%

11b. Mapping of Learning Outcomes to Assessment Techniques
In order to ensure that the learner is facilitated to demonstrate the achievement of all learning outcomes from the component specification; each learning outcome is mapped to an assessment technique(s). This mapping should not restrict an assessor from taking an integrated approach to assessment.


	Learning Outcome
	Assessment Technique

	1. Describe the essential characteristics of the main components of computer networks including servers, clients, networked resources and wired and wireless communications devices and media
	Examination

	2. Identify the main similarities and differences between different types of spatial networks:  personal area networks (PAN)  local area networks (LAN),  metropolitan area networks (MAN) and wide area networks (WAN)
	Examination

	3. Analyse the benefits and limitations of computer resource sharing models including centralised, peer‐to‐peer, thin client, client‐server and cloud computing
	Examination

	4. Outline the characteristics of the main elements of device identification on a network including device names, MAC addresses, static and dynamic IP addresses
	Skills Demo

	5. Distinguish the key features and functions of a range of network components including hubs, switches repeaters, bridges, routers and gateways
	Skills Demo

	6. Outline the functions of a range of common networking protocols used in the transport of data across a network
	Skills Demo


	7. Use diagnostic tools to troubleshoot network performance and connectivity issues
	Skills Demo

	8. Implement network resource management e.g. file and print shares, permissions, etc.
	Skills Demo

	9. Install a simple network, connect network devices, install and configure any additional software required and test.
	Skills Demo

	10. Resolve basic network problems, analyse the fault, use appropriate diagnostic tools to investigate and verify findings, implement and test the solution
	Skills Demo
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11c. Guidelines for Assessment Activities
The assessor is required to devise assessment briefs and marking schemes for the skills demonstration and an examination paper, marking scheme and outline solution for the examination.  In devising the assessment briefs and examination paper, care should be taken to ensure that the learner is given the opportunity to show evidence of achievement of ALL the learning outcomes. Assessment briefs may be designed to allow the learner to make use of a wide range of appropriate media in presenting assessment evidence. Quality assured procedures must be in place to ensure the reliability of learner evidence.
	Skills Demonstration
	70%

	
The assessor should devise three separate skill demonstrations, that allow the learner to demonstrate their knowledge and competence in the following areas:

· understanding the characteristics that allow for device identification on a network to include device naming conventions, MAC addresses, static/dynamic IP addressing
· distinguishing between the key features and functions of a range of network components including hubs, switches, repeaters, bridges, routers and gateways
· using diagnostic tools to troubleshoot network performance and connectivity issues
· connecting digital devices together via a switch/hub/router
· installing and deploying simple LAN topologies
· implementing network resource management strategies to facilitate file and print shares, peripheral sharing, permissions, etc.
· analyse faults using the appropriate diagnostic tools 
· investigating and verify findings to implement and test solutions (as appropriate)  
· resolving basic network problems


Skills Demonstration 1: Using diagnostic tools to troubleshoot performance and connectivity     

In completing this skills demonstration the learner will to demonstrate knowledge and competence in LO 4:

· demonstrate an understanding of device identification characteristics between two or more networked systems on a network to include device naming conventions, MAC addresses, static/dynamic IP addressing
· use a hub or switch to connect two or more digital systems together
· configure (non-routable) IPv4 addresses on all networked devices
· select and use appropriate command-line network commands and/or utilities to test performance and connectivity
· perform simple troubleshooting of connectivity issues (as appropriate)
· correctly document tasks undertaken and/or issues encountered

The learner will produce appropriate documentation as well as physical evidence of testing and/or troubleshooting. Physical evidence for the assessment may take the form of written, audio, visual or digital evidence, or any combination of these. Any audio, video or digital evidence must be provided in a suitable format.


Skills Demonstration 2: Build and deploy a workgroup LAN, to include at least one hybrid system and at least one a wireless device

In completing this skills demonstration the learner will to demonstrate knowledge and competence in LOs 5, 7[footnoteRef:1], 9 and 10[footnoteRef:2]: [1: Different aspects of learning outcome 7 should be assessed here. For instance, consider how testing connectivity and diagnosing network performance issues between hybrid systems will necessarily differ from those conducted between systems that share a common platform (e.g., Windows) ]  [2:  Different aspects of learning outcome 10 should be assessed here. For instance, assessing network issues on a LAN comprised of both hybrid and wireless systems will require a different approach and/or the use of different diagnostic tools/utilities than those encountered on LANs comprised of a standardised platform (e.g., Windows)] 


· use a hub/switch or router to connect multiple digital devices together
· configure (non-routable) IP addresses on all networked devices
· establish a workgroup and connect a variety of digital devices/systems to it 
· analyse and assess basic network connectivity and performance (as appropriate)
· perform simple troubleshooting (as appropriate)
· correctly document tasks undertaken and/or issues encountered

The learner will produce appropriate documentation as well as physical evidence of testing and/or troubleshooting. Physical evidence for the assessment may take the form of written, audio, visual or digital evidence, or any combination of these. Any audio, video or digital evidence must be provided in a suitable format.

Skills Demonstration 3: Implement and share a network resource over a LAN 

In completing this skills demonstration the learner will to demonstrate knowledge and competence in LOs 6 and 8:

· set up local user accounts and local groups in a LAN
· share a simple resources, e.g., file, folder, application, printer and/or peripheral device
· apply base user permissions to the shared resource
· test user permissions on the shared resource
· perform simple troubleshooting (as appropriate)

The learner will produce appropriate documentation as well as physical evidence of testing and/or troubleshooting. Physical evidence for the assessment may take the form of written, audio, visual or digital evidence, or any combination of these. Any audio, video or digital evidence must be provided in a suitable format.








	Examination
	30%

	
The examination will be theory based and will last 1.5 hours in duration. The assessor should devise an examination that allows the learner to demonstrate their competence and knowledge of the relevant learning outcomes and the theory behind them. The exam will conform to the following structure:

Section A  
10 short questions based on LO1, answer all questions (1 mark each)

Section B  
1 long question based on LO 2 (10 marks)

Section C  
1 long question based on LO3 (10 marks)
 
All instructions for the learner must be clearly outlined in the examination paper. Evidence for this assessment technique may be in a written or digital format (audio/video). 





Grading
Distinction: 	80% - 100% 
Merit:		65% - 79%
Pass: 		50% - 64%
Unsuccessful:	0% - 49%

At levels 4, 5 and 6 major and minor awards will be graded. The grade achieved for the major award will be determined by the grades achieved in the minor awards.
	Networking Essentials 5N2929
	Learner Marking Sheet 1
Skills Demonstration (Practical) 70%



Learner’s Name: ________________________________
	Assessment Criteria
	Maximum Mark
	Learner Mark

	Skills Demonstration 1 : (LOs 4, 7, 10) 
· Connect two or more digital devices together using private, non-routable IPv4 addressing and test connectivity using diagnostic tools
	



	

	· configure IPv4 addresses and subnet masks on all devices 
	4
	

	· physically connect all devices together
	4
	

	· perform a test for basic connectivity amongst client systems
	4
	

	· troubleshoot connectivity problems 
	4
	

	· correctly document all procedures
	4
	

	Subtotal
	20
	

	Skills Demonstration 2 : (LOs 7, 9, 10) 
· Build and deploy a simple wired LAN to include one or more hybrid systems and at least one wireless device
	



	

	· configure IPv4 addresses and subnet masks on all devices
	5
	

	· connect wired devices using a switch and/or router over ethernet
	5
	

	· establish a primary workgroup/homegroup for the LAN 
	5
	

	· add one wireless client device to the workgroup/homegroup
	5
	

	· add one hybrid system to the workgroup/homegroup
	5
	

	· correctly document all procedures/issues encountered
	5
	

	Subtotal
	30
	

	Skills Demonstration 3 : (LO 8) 
· Implement and manage a network resource
	


	

	· create workgroup based user and group accounts
	4
	

	· create a shared workgroup resource (e.g., folder, printer …)
	4
	

	· secure access to the shared resource via a control list (ACL)
	4
	

	· test access to the shared resource 
	4
	

	· correctly document all procedures/issues encountered
	4
	

	
	20
	

	Total Mark
	70
	



NO ROUNDING OF MARKS


The Assessor has signed the Summary Results Sheet to verify that the evidence presented in the attached portfolio is the work of the named learner and that the marks awarded here have been transcribed to the Summary Results Sheet


External Authenticator's Signature: ............................................................   Date: ...............................
	Networking Essentials 5N2929
	Learner Marking Sheet 2
Examination Theory 30%



Learner’s Name: ________________________________
	Assessment Criteria
	Maximum
Mark
	Learner
Mark

	
Section A: 10 Short Questions
All questions carry equal marks 
	
	

	Question No.:	1
	1
	

	 		2
	1
	

			3
	1
	

			4
	1
	

			5
	1
	

			6
	1
	

			7
	1
	

			8
	1
	

			9
	1
	

			10	
	1
	

		Subtotal
	10
	

	
Section B: Structured Question
	
	

	Question No.:	1
	10
	

	
Section C: Structured Questions
	
	

	Question No.:	1
	10
	

	Total Mark
	30
	



NO ROUNDING OF MARKS



The Assessor has signed the Summary Results Sheet to verify that the evidence presented in the attached portfolio is the work of the named learner and that the marks awarded here have been transcribed to the Summary Results Sheet





External Authenticator's Signature: ............................................................   Date: ...............................
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