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Introduction
This programme module may be delivered as a standalone module leading to certification in a QQI minor award. It may also be delivered as part of an overall validated programme leading to a Level 5 QQI Certificate. 
The teacher/tutor should familiarise themselves with the information contained in Laois and Offaly ETB’s programme descriptor for the relevant validated programme prior to delivering this programme module.
The programme module is structured as follows:
	1. Title of Programme Module

	2. QQI Component Title and Code

	3. Duration in hours

	4. Credit Value of QQI Component

	5. Status

	6. Special Requirements

	7. Aim of the Programme Module

	8. Objectives of the Programme Module

	9. Learning Outcomes

	10. Indicative Content

	11. Assessment
a. Assessment Technique(s)
b. Mapping of Learning Outcomes to Assessment Technique(s)
c. Guidelines for Assessment Activities

	12. Grading

	13. Learner Marking Sheet(s), including Assessment Criteria


Integrated Delivery and Assessment
The teacher/tutor is encouraged to integrate the delivery of content where an overlap between content of this programme module and one or more other programme modules is identified. This programme module will facilitate the learner to develop the academic and vocational language, literacy and numeracy skills relevant to the themes and content of the module. 
Likewise the teacher/tutor is encouraged to integrate assessment where there is an opportunity to facilitate a learner to produce one piece of assessment evidence which demonstrates the learning outcomes from more than one programme module. The integration of the delivery and assessment of level 5 Communications and level 5 Mathematics modules with that of other level 5 modules is specifically encouraged, as appropriate. 

Indicative Content
The indicative content in Section 10 does not cover all teaching possibilities. The teacher/tutor is encouraged to be creative in devising and implementing other approaches, as appropriate. The use of examples is there to provide suggestions. The teacher/tutor is free to use other examples, as appropriate. The indicative content ensures all learning outcomes are addressed but it may not follow the same sequence as that in which the learning outcomes are listed in Section 9. It is the teacher’s/tutor’s responsibility to ensure that all learning outcomes are included in the delivery of this programme module.
Title of Programme Module
ICT Security Policy & Management 

Component Name and Code 
ICT Security Policy & Management 5N0583

Duration in Hours
150 Hours (typical learner effort, to include both directed and self directed learning.

Credit Value
15 Credits 

Status
This programme module may be compulsory or optional within the context of the validated programme. Please refer to the relevant programme descriptor, Section 9 Programme Structure

Special Requirements
None

Aim of the Programme Module
This programme module aims to equip the learner with the knowledge, skill and competence to identify, select, implement, document and verify IT security management policies.

Objectives of the Programme Module
· To enable the learner to explore their chosen IT area and create an awareness of skills applicable to IT security management policies

· To plan and develop investigative strategies to determine solutions to defined and ill-defined problems

·  To facilitate the learner to develop an understanding of the constant changes in this area 

· To assist the learner to develop the academic and vocational language, literacy and numeracy skills related to ICT Security Policy & Management through the medium of the indicative content 

· To enable the learner to take responsibility for his/her own learning.

Learning Outcomes of Level 5 ICT Security Policy & Management 5N0583

Learners will be able to:
1. Explain basic network and system configurations, identifying general security risks

2. Collate relevant data and records for analysis, compliance, assessment and archiving purposes

3. Demonstrate an understanding of appropriate policies and procedures for enterprise data backup and disaster recovery

4. Outline electronic communications (e.g. email and messaging) security considerations for a small organisation with respect to business requirements, functionality and budget

5. Identify and analyse common network security issues

6. Demonstrate an understanding of internet and network security policies within an organisation and contribute to their implementation

7. Manage and maintain basic security on electronic communications (e.g. email and instant messaging) systems

8. Identify appropriate software solutions to safeguard network and client devices information to plan and develop investigative strategies and to determine solutions to varied unfamiliar problems

9. Appreciate the potential impact on an organisation resulting from security threats to their network and systems

10. Document the components of a basic company policy with regard to data security and acceptable usage

11. Contribute to the implementation of policy and procedures for data protection, privacy and retention in the context of ICT having regard for ethics and compliance with legislation

12. Work effectively on a systems maintenance  project under instruction, appreciating the different role and responsibilities within a project team

Indicative Content 

Section 1 : Network and System Configurations,
Security considerations for electronic communication and networks
Learning Outcomes 1, 4 + 5
· Facilitate the learner to understand the basic network devices and concepts that an IT system is comprised of and the risks that a system is subject to and how to secure it  (LO1) – for example 
· PC’s/Servers
· Routers
· Firewalls
· Switches
· UTP and Fibre Optic cabling
· Subnets
· VLAN’s

· Discuss the network topologies that are used to plan a network (LO1)  – for example

· Bus topologies
· Ring topologies
· Star Topologies
· Bus Star topologies
· Mesh topologies

· Discuss wireless networks and give details of wireless network concepts (LO1) – for example

· Access Point placement
· Wireless antenna types
· Wireless interference
· Wireless channels and frequencies
· Wireless standards



· Discuss Malware Types and include the following(LO4) -  

· Viruses and worms
· Adware and spyware
· Trojans and backdoors
· Rootkits
· Logic Bombs
· Botnets
· Ransomware

· Discuss Attack types and include the following (LO5)– 

· Man in the middle attacks
· Denial of Service attacks
· Replay Attacks
· Spoofing
· Spam
· Phishing
· Christmas tree attack
· Password attacks
· URL Hijacking

· Explain what is meant by Social engineering attacks including the following (LO4 + LO5)– 

· Shoulder surfing
· Dumpster Diving
· Tailgating
· Impersonation
· Hoaxes
· Whaling

· Describe different wireless attack types (LO5) – for example

· Rogue access points and Evil Twins
· Wireless Interference
· Wardriving and warchalking
· Bluejacking and bluesnarfing
· Wireless IV attacks
· Wireless Packet Analysis
· WPA and WPS Attacks

· Describe what an Application attack is (LO4 + LO5) – for example

· Cross-site Scripting
· SQL, XML and LDAP Injection
· Cookies, header manipulation and session hijacking
· Malicious add-ons and attachments
· Zero day attacks
· Directory traversal and command injection

Section 2: Data Collection, disaster recovery plans and the impact of security threats
Learning Outcomes 2 + 3 + 9
· What is data collection? (LO2)
· Discuss the different types of data that are used by organisations? (LO2)
· Explain why organisations assemble data and consider it so important. (LO2)
· Explain the difference between data and information. (LO2)
· Explain what is meant by the term Big Data. (LO2)
· Explain what is meant by the term “Personally Identifiable information”. (LO2)
· Give details of different Information classification and discuss the importance of Information classification.(LO2)
· Discuss the importance of Data labelling, handling and disposal in data collection.(LO2)
· Discuss data Compliance best practices and standards. (LO2)
· Discuss cloud computing as a means of data storage. (LO2)
· Discuss the importance of and the composition of data policies
· Explain what is meant by the term business impact analysis and outline its importance to organisations. (LO3)
· Identify the critical systems and components within an organisation. (LO3)
· Give details of the components of a data recovery plan. (LO3)
· List some of the ways in which an organisation can back up data. (LO3)
· Explain in your own words how a system backup is performed. (LO3)
· Explain how a backup differs from an archive. (LO3)
· Explain the difference between a full back up, incremental backup and differential backup. (LO3)
· Outline the advantages of keeping data off-site. (LO3)
· Explain what is meant by the terms redundancy and fault tolerance. (LO3)
· Explain what is meant by the terms “High Availability” and “Uptime”. (LO3)
· Describe the following terms – “cold spare”, “warm spare” and “hot spare”. (LO3)
· Explain what is meant by the terms “cold site”, “warm site” and “hot site” and explain what these sites are used for. (LO3)
· Outline the best ways to avoid a disaster(LO3)

· Describe the potential impact of security threats on an organisation  and include the following (LO9)
· Loss of service
· Poor company image
· Financial cost to company
· Loss of confidentiality
· Data Harvesting and data manipulation
· Website defacement
· Effect on system capacity

Section 3: Maintaining security on electronic communications with relevant software
Learning Outcomes, 7 and 8
· Discuss account security best practices in relation to the following (LO7)
· Roles and account credentials
· Group policies
· Managing password policies
· Assigning adequate privileges to user accounts
· Reviewing and monitoring user access

· Discuss encryption concepts and include the following (LO7)
· Symmetric and Asymmetric encryption
· Public Keys and Private keys
· Session keys
· Block and stream cyphers
· Hashing 
· Transport encryption
· WEP AND WPA

· Discuss Public key infrastructure and Certificate Management including (LO7)
· Certificate authorities
· Key revocation
· Digital certificates
· Public key infrastructure
· Key recovery
· Key registration
· Key escrow






· Discuss the importance of using relevant software to maintain security on electronic communications. Include the following in your discussion (LO8)
· Operating System security and settings
· Anti-Malware software
· Patch management
· White listing and black listing applications 
· Virtualisation security

· Discuss the following software security controls and techniques (LO8)
· Fuzzing
· Secure coding concepts
· Application configuration baselining and hardening
· Application patch management
· Server side versus client side validation

Section 4: Internet and network security policies, data security policies and The implementation of policies and procedures
Learning Outcomes 6, 10 and 11
· Explain the importance of ICT security policies and discuss why better policies lead to better security. (LO6)
· Discuss the role of some or all of the following in creating a successful ICT security policy. (LO6)
· Acceptable Use of equipment and computer services Policy
· Clean desk policy
· Disaster Recovery Plan Policy
· Email Policy
· Ethics Policy
· Social Media Policy
· Password construction guidelines
· Password protection policy
· End User Encryption Key Protection policy      
· Network Security policy – including component security, wireless communication policy and remote access policy
· Server security policy – including software installation policy, lab security policy and database credentials policy
· Web Application Security policy





· Discuss the minimum required components of a Data Security Policy include the following components in your discussion. (LO10)
· Why this policy exists.
· Data Protection Law and regulations which affect the company.
· Policy scope – who and what are affected by this policy
· Data protection risks.
· Responsibilities of different stakeholders and employees.
· Data storage.
· Data use.
· Data accuracy.
· Data access requests.
· Data disposal.
· 
· Discuss the factors that help lead to a successful implementation of ICT policies. Include the following in your discussion  (LO11)
· Methods of creating an awareness of policy among stakeholders.
· Discussion of policy content at staff meetings.
· Reviews intended results of policy periodically.
· The benefit of training sessions when implementing new policies.
· Development of supporting standards, guidelines, procedures and baselines.
· Implementation of user awareness program.

Section 5: Systems Maintenance and teamwork
Learning Outcomes 12
· Discuss the importance of systems maintenance for an organisation looking to minimise security threats. Include the following in your discussion( LO12) 
· Using system logs
· Operating system Hardening
· Vulnerability Scanning 
· Assessment tools
· Assessment types
· Assessment techniques
· Penetration testing

· Discuss the roles and responsibilities involved in maintaining an organisations ICT systems (LO12)

· Explain the roles and responsibilities of a systems administrator.  And explain the difference between a systems administrator and a network administrator.(LO12)
· Explain the role and responsibilities of a network technician and a technical support agent (LO12)
· Discuss the importance of teamwork in a systems maintenance environment (LO12)

Assessment
[bookmark: Section11]11a. Assessment Techniques
Skills Demonstration 	70% (Practical)
Examination (Theory) 	30%

11b. Mapping of Learning Outcomes to Assessment Techniques
In order to ensure that the learner is facilitated to demonstrate the achievement of all learning outcomes from the component specification; each learning outcome is mapped to an assessment technique(s). This mapping should not restrict an assessor from taking an integrated approach to assessment.

	Learning Outcome
	Assessment Technique

	1. Explain basic network and system configurations, identifying general security risks
	Examination Theory

	2. Collate relevant data and records for analysis, compliance, assessment and archiving purposes
	Examination Theory

	3. Demonstrate an understanding of appropriate policies and procedures for enterprise data backup and disaster recovery
	Skills Demonstration

	4. Outline electronic communications (e.g. email and messaging) security considerations for a small organisation with respect to business requirements, functionality and budget
	Examination Theory

	5. Identify and analyse common  network security issues
	Skills Demonstration

	6. Demonstrate an understanding of internet and network security policies within an organisation and contribute to their implementation
	Skills Demonstration

	7. Manage and maintain basic security on electronic communications (e.g. email and instant messaging) systems

	Skills Demonstration

	8. Identify appropriate software solutions to safeguard network and client devices information to plan and develop investigative strategies and to determine solutions to varied unfamiliar problems
	Examination Theory

	9. Appreciate the potential impact on an organisation resulting from security threats to their network and systems
	Skills Demonstration

	10. Document the components of a basic company policy with regard to data security and acceptable usage
	Skills Demonstration


	11. Contribute to the implementation of policy and procedures for data protection, privacy and retention in the context of ICT having regard for ethics and compliance with legislation
	Skills Demonstration


	12. Work effectively on a systems maintenance project under instruction, appreciating the different role and responsibilities within a project team
	Skills Demonstration



11c.  Guidelines for Assessment Activities
The assessor is required to devise assessment briefs and marking schemes for the skills demonstration and an examination paper, marking scheme and outline solution for the examination.  In devising the assessment briefs and examination paper care should be taken to ensure that the learner is given the opportunity to show evidence of achievement of ALL the learning outcomes. Assessment briefs may be designed to allow the learner to make use of a wide range of media in presenting assessment evidence, as appropriate. Quality assured procedures must be in place to ensure the reliability of learner evidence

	Skills Demonstration
	70%

	The learner will be required to:
Design and implement a Test Plan for a bespoke computer system of their choice.  

	
The assessor will devise a minimum of two practicals (skills demonstrations)
Skills Demonstration 1 40%
The assessor will devise a practical skills assessment that allows the user to demonstrate their achievement of learning outcomes 3, 4, 5, 6, 7.
The assessor will devise a practical brief that requires the learner (across one or more sessions) to demonstrate practical skills and best practice planning and documentation in: devising an ICT Security Policy which will  encompass disaster recovery, email, ethics and social media policy and will devise guidelines for password construction and protection and network/server/web application security.		
Skills Demonstration 2 30%
The assessor will devise a practical skills assessment that allows the user to demonstrate their achievement of learning outcomes 9, 10, 11, 12. 
The assessor will devise a practical brief that requires the learner (across one or more sessions) to demonstrate practical skills and best practice planning and documentation in: devising a Data Security Policy which will explain the necessity for the policy and how the law impacts on the company, how data is to be used/stored/accessed/disposed of.



	Examination – Theory 
	30%

	
The internal assessor will devise a theory based examination that assesses candidates’ ability to recall and apply theory and understanding, requiring responses to structured questions. 
(Structured questions are divided into a number of related parts and generally require the learner to demonstrate more in-depth knowledge and understanding of a topic.) 
The examination will be based on a range of specific learning outcomes.  (LOs 1, 2, 8)
The examination will be 1.5 hours in duration. 
The format of the examination will be as follows: three structured questions of 10 marks each, all questions to be answered



Grading
Distinction: 	80% - 100% 
Merit:		65% - 79%
Pass: 		50% - 64%
Unsuccessful:	0% - 49%

At levels 4, 5 and 6 major and minor awards will be graded. The grade achieved for the major award will be determined by the grades achieved in the minor awards.
	ICT Security Policy & Management
5N0583
	Learner Marking Sheet
Skills Demonstrations (Practical) 70%




Learner’s Name: ________________________________
	Assessment Criteria
	Maximum Mark
	Learner Mark

	· Acceptable Use of equipment and computer services Policy
	4
	

	· Clean desk policy
	2
	

	· Disaster Recovery Plan Policy
	5
	

	· Email Policy      
	4
	

	· Ethics Policy
	2
	

	· Social Media Policy
	2
	

	· Password construction guidelines
	3
	

	· Password protection policy
	3
	

	· End User Encryption Key Protection policy   
	3
	

	· Network Security policy 
	6
	

	· Server security policy 
	3
	

	· Web Application Security policy
	3
	

	Subtotal
	40
	

	· Why this policy exists
	3
	

	· Data Protection Law and regulations which affect the company.
	3
	

	· Policy scope – who and what are affected by this policy
	3
	

	· Data protection risks.
	3
	

	· Responsibilities of different stakeholders and employees.
	3
	

	· Data storage.
	3
	

	· Data use.
	3
	

	· Data accuracy.
	3
	

	· Data access requests.
	3
	

	· Data Disposal 
	3
	

	Subtotal
	30
	

	Total Mark
	70
	



NO ROUNDING OF MARKS

The Assessor has signed the Summary Results Sheet to verify that the evidence presented in the attached portfolio is the work of the named learner and that the marks awarded here have been transcribed to the Summary Results Sheet

External Authenticator's Signature: ............................................................   Date: ...............................


	ICT Security Policy & Management 5N0583
	Learner Marking Sheet
Examination Theory 30%




Learner’s Name: ________________________________
	Assessment Criteria
	Maximum Mark
	Learner Mark

	
Three structured questions, all three to be answered

	


	

	Question No.:*   1
	10
	

	                              2
	10
	

	                              3                                                         
	10
	

	Total Mark
	30
	




NO ROUNDING OF MARKS

The Assessor has signed the Summary Results Sheet to verify that the evidence presented in the attached portfolio is the work of the named learner and that the marks awarded here have been transcribed to the Summary Results Sheet

External Authenticator's Signature: ............................................................   Date: ...............................
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