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Introduction
This programme module may be delivered as a standalone module leading to certification in a QQI minor award. It may also be delivered as part of an overall validated programme leading to a Level 5 QQI Certificate. 
The teacher/tutor should familiarise themselves with the information contained in Laois and Offaly ETB’s programme descriptor for the relevant validated programme prior to delivering this programme module.
The programme module is structured as follows:
	1. Title of Programme Module

	2. QQI Component Title and Code

	3. Duration in hours

	4. Credit Value of QQI Component

	5. Status

	6. Special Requirements

	7. Aim of the Programme Module

	8. Objectives of the Programme Module

	9. Learning Outcomes

	10. Indicative Content

	11. Assessment
a. Assessment Technique(s)
b. Mapping of Learning Outcomes to Assessment Technique(s)
c. Guidelines for Assessment Activities

	12. Grading

	13. Learner Marking Sheet(s), including Assessment Criteria


Integrated Delivery and Assessment
The teacher/tutor is encouraged to integrate the delivery of content where an overlap between content of this programme module and one or more other programme modules is identified. This programme module will facilitate the learner to develop the academic and vocational language, literacy and numeracy skills relevant to the themes and content of the module. 
Likewise the teacher/tutor is encouraged to integrate assessment where there is an opportunity to facilitate a learner to produce one piece of assessment evidence which demonstrates the learning outcomes from more than one programme module. The integration of the delivery and assessment of level 5 Communications and level 5 Mathematics modules with that of other level 5 modules is specifically encouraged, as appropriate. 
Indicative Content
The indicative content in Section 10 does not cover all teaching possibilities. The teacher/tutor is encouraged to be creative in devising and implementing other approaches, as appropriate. The use of examples is there to provide suggestions. The teacher/tutor is free to use other examples, as appropriate. The indicative content ensures all learning outcomes are addressed but it may not follow the same sequence as that in which the learning outcomes are listed in Section 9. It is the teacher’s/tutor’s responsibility to ensure that all learning outcomes are included in the delivery of this programme module.
Title of Programme Module
Distributed Systems 

Component Name and Code 
Distributed Systems 5N0544

Duration in Hours
150 Hours (typical learner effort, to include both directed and self directed learning).

Credit Value
15 Credits 

Status
This programme module may be compulsory or optional within the context of the validated programme. Please refer to the relevant programme descriptor, Section 9 Programme Structure.

Special Requirements
None

Aim of the Programme Module
This programme module aims to provide the learner with the knowledge, skills and understanding of Distributed Systems and their significance in computing environments in comparison to existing architectures. 

Objectives of the Programme Module
· To enable the learner to understand the importance of distributed systems in today’s computing environment whilst comparing and contrasting against similar paradigms. 

·  To facilitate the learner to understand the differences between various networking infrastructures and the role that DNS plays in a network. 

·  To allow the learner to classify concurrent processing models as well as analyse and evaluate concurrent solutions. 

·  To enable the learner to identify and apply various security techniques to distributed systems. 

· To assist the learner to develop the academic and vocational language, literacy and numeracy skills related to Distributed Systems through the medium of the indicative content. 

· To enable the learner to take responsibility for his/her own learning.

Learning Outcomes of Level 5 Distributed Systems 5N0544

Learners will be able to:
1. Recognise the general limitations of the centralised system model compared to distributed system models.

2. Relate distributed computing to similar paradigms such as parallel, cloud, grid and cluster computing.

3. Identify key challenges in designing and developing distributed systems.

4. Compare various distributed architectural models for example peer‐to‐peer, client‐server and multi‐tier.

5. Discuss the role of network protocols and the properties of different wired and wireless networks for example personal area, local area, wide area and global.

6. Explain name resolution and the Domain Name System (DNS), including its levels.

7. Classify concurrent processing models using Flynn's taxonomy.

8. Outline standard public‐key cryptography algorithms and ciphers.

9. Demonstrate understanding of some common mutual exclusion algorithms.

10. Identify appropriate security techniques to ensure and maintain security of a distributed system against traditional attack vectors (e.g. interception, tampering).

11. Recognise the significance of global clocks and use standard approaches for dealing with synchronisation issues.

12. Demonstrate a broad working knowledge of functional cryptography.

13. Analyse the effectiveness of solutions to design issues such as transparency, flexibility, reliability, performance and scalability.

14. Evaluate concurrent solutions to ensure they are free of deadlocks, race conditions and other common distributed system failures.

Indicative Content 
This section provides suggestions for programme content but is not intended to be prescriptive. The programme module can be delivered through classroom based learning activities, group discussions, one-to-one tutorials, field trips, case studies, role play and other suitable activities, as appropriate.
Section 1 : Distributed System Models (Learning Outcomes 1, 2 and 4).
Facilitate the learner to understand the importance of Distributed System models and where they fit into current computing architectures. 
This can be achieved by:
· Describing the general limitations of centralised system models including (but not limited to) issues of cost, backups, power outages, network failures. 
· Comparing a centralised system model to a distributed one while describing the advantages and disadvantages of each.
· This should allow learners to choose which approach is best for a particular environment.
· The advantages and disadvantages should discuss scalability, resource sharing, backups, failures, data replication and robustness for each model.  
· Relating distributed computing models to similar paradigms such as parallel, cloud, grid and cluster computing. 
· Highlight the similarities and differences of each. 
· Give examples of each.   

· Compare various distributed architectural models e.g. peer-to-peer, client-server and multi-tier.
· Discuss the differences between each of the architectural models. 
· Give examples of where each would be used. 
· Describe the advantages and disadvantages of each.   

Section 2: Networking (Learning Outcomes 5, 6)
Enable the learner to understand the role networking plays with Distributed Systems. 
This can be achieved by:
· Discuss the role of Distributed Systems in Networking systems. 
· Describing various networking topologies. 
· These should include personal area, local area, wide area and global. 
· Discussing the role of networking protocols in distributed computing 
· Topologies may include TCP/IP and UDP.
· Highlighting the advantages and disadvantages in using wired and/wireless networks for Distributed Systems.
· Learners should be provided with suitable information to at least include security, speeds and reliability. 
· Explaining name resolution in networks, specifically focusing on the Domain Name System (DNS). 
· The levels of DNS should be described including Top-level domains, second level domains and lower level domains.
· Show how hostnames and domain names are resolved to IP addresses.      

Section 3: Concurrent Processing Models (Learning Outcomes 3, 7, 9, 11, 13 and 14).
Assist the learner to understand concurrent processing models. This can be achieved as follows: 
· Describe what concurrency is in relation to processing models. 
· Provide examples of where it is used. 
· Describe the advantages and disadvantages of such models. 
· Define the differences between physical and logical concurrency. 
· Describe what a concurrent memory model is. 
· Describe how Flynn’s taxonomy is used for computer systems. 
· Classify concurrent processing models using Flynn's taxonomy to describe parallel architectures. 

· Facilitate the learner in identifying the key challenges in designing and developing distributed systems.
· Discuss factors that you would consider when designing a system:
· Factors of transparency, flexibility, reliability, performance and scalability should be considered in the design. 
· Enable the learner to analyse the effectiveness of solutions by analysing such factors.  
· Look at a case study such as Google and identify and difficulties that arose when designing and developing the system.
· Design and develop a simple distributed system based on an existing architecture e.g. client-server, peer-to-peer.  

· Assist learners in understanding problems that occur in concurrent solutions. 
· These problems should include deadlock, race conditions, synchronisation and any other problems. 
· Describe how these problems can be overcome or avoided. 
· Evaluate concurrent solutions to ensure they are free of deadlocks, race conditions and other common distributed system failures.
· Describe clock synchronisation issues that exist in concurrent solutions. 
· Recognise the significance of global clocks and use standard approaches for dealing with synchronisation issues.
· Describe what a mutual exclusion is and where it fits in with regards to concurrent solutions. 
· Demonstrate understanding of some common mutual exclusion algorithms to help prevent problems of deadlock. 

Section 4: Security (Learning Outcomes 8, 9 10 and 12) 
Facilitate learners to understand security issues in Distributed System models. 
· Identify appropriate security techniques to ensure and maintain security of a distributed system against traditional attack vectors:
· Discuss existing threats such as DoS, Trojan horses, malware, spyware and other virus type attacks. 
· Describe traditional attacks such as interception and tampering.
· Discuss general security requirements such as access control, confidentiality, integrity and availability. 
· Categorise threats according to Isolated, Networked and Cross-administered domains.
· Describe security techniques that should at least be used in distributed systems. 
· Describe the differences between security policies and security mechanisms. 
· Give examples of each.
· Further investigate prevention techniques by completing the following: 
· Demonstrate a broad working knowledge of functional cryptography.
· Outline the use of cryptography in distributed systems. 
· Outline the use of digital signatures. 
· Outline standard public‐key cryptography algorithms and ciphers.

Assessment
[bookmark: Section11]11a. Assessment Techniques
Skills Demonstration 	70% 
Exam (Theory) 		30% 

11b. Mapping of Learning Outcomes to Assessment Techniques
In order to ensure that the learner is facilitated to demonstrate the achievement of all learning outcomes from the component specification; each learning outcome is mapped to an assessment technique(s). This mapping should not restrict an assessor from taking an integrated approach to assessment.

	Learning Outcome
	Assessment Technique

	1. Recognise the general limitations of the centralised system model compared to distributed system models.
	Skills Demonstration

	2. Relate distributed computing to similar paradigms such as parallel, cloud, grid and cluster computing.
	Exam

	3. Identify key challenges in designing and developing distributed systems.
	Skills Demonstration

	4. Compare various distributed architectural models for example peer‐to‐peer, client‐server and multi‐tier.
	Skills Demonstration

	5. Discuss the role of network protocols and the properties of different wired and wireless networks for example personal area, local area, wide area and global.
	Exam

	6. Explain name resolution and the Domain Name System (DNS), including its levels.
	Skills Demonstration

	7. Classify concurrent processing models using Flynn's taxonomy
	Skills Demonstration

	8. Outline standard public‐key cryptography algorithms and ciphers.
	Exam

	9. Demonstrate understanding of some common mutual exclusion algorithms.
	Exam

	10. Identify appropriate security techniques to ensure and maintain security of a distributed system against traditional attack vectors (e.g. interception, tampering).
	Skills Demonstration

	11. Recognise the significance of global clocks and use standard approaches for dealing with synchronisation issues.
	Skills Demonstration

	12. Demonstrate a broad working knowledge of functional cryptography.
	Skills Demonstration

	13. Analyse the effectiveness of solutions to design issues such as transparency, flexibility, reliability, performance and scalability.
	Skills Demonstration

	14. Evaluate concurrent solutions to ensure they are free of deadlocks, race conditions and other common distributed system failures.
	Skills Demonstration



11c.  Guidelines for Assessment Activities
The assessor is required to devise assessment briefs and marking schemes as well as examination papers, marking schemes and outline solutions for the Skills Demonstration and Examination respectively from your Component Specification here.  In devising the assessment briefs/examination papers, care should be taken to ensure that the learner is given the opportunity to show evidence of achievement of ALL the learning outcomes. Assessment briefs may be designed to allow the learner to make use of a wide range of media in presenting assessment evidence, as appropriate. Quality assured procedures must be in place to ensure the reliability of learner evidence.





	Skills Demonstration
	70%

	Skills demonstrations will take place at any time throughout the learning process. Learners will be observed completing 4 skills demonstrations. 

	
Evidence for this assessment technique may take the form of written, oral, graphic, audio, visual or digital evidence, or any combination of these. Any audio, video or digital evidence must be provided in a suitable format.
All instructions for the learner must be clearly outlined in an assessment brief.
Learners will submit supporting evidence for the practical tasks completed. Depending on the software or virtualisation platform used, evidence is required for external authentication. Login details for software should be provided where necessary. Additionally, screen captures of processes completed during the skills demonstrated should be documented along with any instructions of how the practical was completed. 
For all skills demonstrations learners will demonstrate adherence to procedures including: 
· Assembly and handling equipment/materials.
· Implementation of processes/guidelines and instructions.
· Safe Working Practices.
The skills demonstrations can be assessed at any time throughout the learning process. Each skills demonstration will take approximately 3 -4 hours to complete. Learners will be observed completing 4 skills demonstrations as follows: 

Skills Demonstration 1: (25%) (Learning Outcomes 1, 3, 4 and 7)
· Learners are required to implement a distributed architectural model for example peer‐to‐peer, client‐server or multi‐tier. Evidence of the steps completed should be provided in the form of a report. The report should also compare the differences of the implemented model to at least 2 other models.  Finally the report should provide a diagram to classify concurrent processing models using Flynn’s taxonomy. (13%)
· Learners are required to design and develop a distributed system. This may be in the form of a shared document editing application (i.e. Dropbox), an online reservation system or some system that allows multiple users to access it from various locations. The steps required to complete the design and development of the system should be documented in the form of a report. This report should also document the general limitations of the centralised system model compared to distributed system models. Any challenges faced in designing and developing the system should be noted, as well as any other key challenges that could potentially be faced. (12%)




Skills Demonstration 2: (10%) (Learning Outcome 6) 
Explain name resolution and the Domain Name System (DNS), including its levels.
· Learners are required to describe how DNS resolves a hostname to an IP address. (3%)
· Learners should be provided with URL’s and/or hostnames and asked to resolve these to an IP address by use of a command prompt such as nslookup or a web utility. (5%)
· Learners are required to provide evidence of the steps completed in the form of a report. (2%)

Skills Demonstration 3: (15%) (Learning Outcomes 10 and 12)
· Learners are required to implement a security measure in an existing distributed system. This system may be a networked system, a cluster of devices, the internet etc. Evidence of the steps completed should be documented in a report. Other security measures that could be implemented should also be documented in the report. (5%)
· Learners will be provided with cipher keys and asked to decrypt/encrypt a message. (5%)
· Learners are required to write a report based on a public-key algorithm. This algorithm may already be in existence, or it may be devised by the learner. The purpose of the report is for the learner to demonstrate their understanding of public-key algorithms. (5%)

Skills Demonstration 4: (20%) (Learning Outcomes 11, 13, 14)
· Analyse the effectiveness of solutions to design issues such as transparency, flexibility, reliability, performance and scalability.(7%)
· Either using the system created in Skills Demonstration 1, or an alternative design, analyse it in terms of transparency, flexibility, reliability, performance and scalability. 
· Results and conclusions should be presented in the form of a report. 
· Evaluate the same solution to ensure it is free of deadlocks, race conditions and other common distributed system failures. (8%)
· Record results and conclusions in the form of a report. 
· In the report also describe the significance of global clocks.
· For any problems that arise as a result of the analysis and evaluation above, identify the shortcomings and research how to overcome these issues. Also research standard approaches for dealing with synchronisation issues. Present your findings in a report indicating where further knowledge was acquired, outside of that in the classroom. (5%)




	Examination
	30%

	The examination will be based on a range of learning outcomes from all sections and will be 1.5 hours in duration. The format of the exam will be as follows:

	
Section A – 10%
10 short questions to answer 10 covering learning outcomes (2, 5, 8 and 9). 

Section B – 20%
Answer 2 long questions. Each question is worth 10%. 
The questions in this section are to be comprised of one or multiple questions that are longer than those given in Section A. Each aspect that is examined for these questions must not have already been examined in Section A above. 

Question 1 is based on Learning outcomes (2 and 5). 
Question 2 is based on Learning Outcomes (8 and 9). 

Evidence for this assessment technique may take the form of written evidence. 

All instructions for the learner must be clearly outlined in an examination paper.




Grading
Distinction: 	80% - 100% 
Merit: 		65% - 79%
Pass: 		50% - 64%
Unsuccessful: 	0% - 49%

At levels 4, 5 and 6 major and minor awards will be graded. The grade achieved for the major award will be determined by the grades achieved in the minor awards.
	Distributed Systems 5N0544
	Learner Marking Sheet 1
Skills Demonstration 70%



Learner’s Name: ________________________________
	Assessment Criteria
	Maximum Mark
	Learner Mark

	Skills Demonstration 1

	Implement a distributed architectural model. 
· Report to include
· Evidence of steps completed
· Comparison of other models 
· Flynn’s taxonomy
	13
	

	Design and develop a distributed system. 
· Report to include
· Evidence of steps completed. 
· Limitations
· Challenges
	12
	

	Subtotal
	25
	

	Skills Demonstration 2

	· Description of how DNS resolves a hostname to an IP address. 
	3
	

	· Resolving URLs/hostnames
	5
	

	· Report
	2
	

	Subtotal
	10
	

	Skills Demonstration 3

	Implement a security measure
· Report to include
	

	

	· Evidence of the steps completed 
· Other security measures 
	5
	

	· Decrypt/encrypt a message with cipher key 
	5
	

	· Report on a public-key algorithm
	5
	

	Subtotal
	15
	

	Skills Demonstration 4

	· Analyse the effectiveness of solutions and present results in a report. 
	7
	

	· Evaluate the same solution for deadlocks, race conditions etc and present results. 
	8
	

	· Report and analysis of problems encountered.  
	5
	

	Subtotal
	20
	

	Total Mark
	70
	



NO ROUNDING OF MARKS
The Assessor has signed the Summary Results Sheet to verify that the evidence presented in the attached portfolio is the work of the named learner and that the marks awarded here have been transcribed to the Summary Results Sheet

External Authenticator's Signature: ................................................................   Date: ...............................

	Distributed Systems 5N0544
	Learner Marking Sheet 2
Examination Theory 30%



Learner’s Name: ________________________________

	Assessment Criteria
	Maximum
Mark
	Learner
Marks

	
Section A: 10 Short Questions
All questions carry equal marks 
	
	

	Question No.:	1
	1
	

	                                		2
	1
	

			3
	1
	

			4
	1
	

			5
	1
	

			6
	1
	

			7
	1
	

			8
	1
	

			9
	1
	

			10	
	1
	

		Subtotal
	10
	

	
Section B: Structured Questions
2 structured questions, 10 marks per question
	
	

	Question No.:	1
	10
	

	                         2                                                                      
	10
	

		Subtotal
	20
	

	Total Mark
	30
	



NO ROUNDING OF MARKS
The Assessor has signed the Summary Results Sheet to verify that the evidence presented in the attached portfolio is the work of the named learner and that the marks awarded here have been transcribed to the Summary Results Sheet


External Authenticator's Signature: ................................................................   Date: ...............................
image2.jpg
loetb

(&
e




